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Executive Summary

In FY2017Q4 (January - March 2018), the attacks targeting cryptocurrency have continued from 

the previous quarter. 

We can know what the attackers are interested in, when we know the kind of attacks followed by 

the illegal access. Many cases of ransomware infection due to unauthorized login to the 

machines which could be remotely accessed from outside were reported earlier. However, 

recently the cases of cryptocurrency miner are being increasingly reported. 

In order to understand the trends in cyber crime, if we look back from the perspective of attacks 

where “damage amount per incident is huge” and attacks where “number of incidents are large”, 

the cases where illegal remittance takes place from cryptocurrency exchange Coincheck are 

considered as attacks where “damage amount per incident is huge” and cases where there is an 

increase in the botnet that mines cryptocurrency are considered as attacks where “number of 

incidents are large”. The cryptocurrency is being attacked by various means and continued 

vigilance is required against these attacks. Previously, ransomware was used in attacks such as 

spamming e-mails where “number of incidents are large". However, recently ransomware attacks 

are carried out by aiming at specific targets followed by illegal intrusions. Thus the trend of 

ransomware attacks (SamSam etc.) is shifting towards attacks where "damage amount per 

incident is huge" demanding a large ransom.

Apart from cybercrime, the threat of WannaCry and its variants is increasing. In addition, attacks 

targeting the international event PyeongChang Olympics were also carried out. Besides that, 

CPU vulnerabilities were widely reported. This report further provides a timeline of security -

related events that occurred in FY2017Q4. We have reflected on the relevance of events by 

summarizing the events into topics.
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I. Hot Topic (1/6)
I-1. Prevalence of attacks targeting cryptocurrencies (Timeline [A, B, C])

Attackers are attempting to gain cryptocurrencies illegally using various means.

 Attacks targeting cryptocurrency service providers

Cryptocurrency NEM equivalent to 58 Billion Yen was illegally remitted from the cryptocurrency exchange 

Coincheck on January 26. It is assumed that computers of multiple employees in the exchange who opened 

malicious mails were infected with malware and the attacker remotely operated the computers and intruded into 

the network and stole the secret keys required for NEM transactions (*1-2). For attacks targeting cryptocurrency 

exchanges, countermeasures can be taken by both, the exchange and service users. In exchanges, it is valid to 

manage secret keys offline or operate using multiple secret keys . Service users can avoid damage by moving 

funds from the wallet of the cryptocurrency exchange to the self-managed wallet after transactions .

In the case where the Nepal bank SWIFT system was hacked and the amount was il legally remitted, they 

coordinated with the central bank to hold back the transaction and recovered major amount after noticing the il legal 

remittance (*1-3). On the other hand, stopping il legal remittance in cryptocurrency is a diff icult and if  community 

support is not forthcoming, the cryptocurrency may fork. In this case, it has been decided not to take measures so 

as to undo the remittance because there was no problem with the mechanism of NEM (*1-4).

As compared to traditional currency transactions, cryptocurrency transactions have advantages for attackers such 

as ease of creating cryptocurrency wallets or diff iculty in recovering il legal remittance. While doing cryptocurrency 

transactions, it is required to be aware of such risks.

 Classification of attacks targeting 

cryptocurrencies

Table 1 shows attacking techniques targeting 

cryptocurrencies classif ied by target. In the previous 

quarter ’s report (*1-1), this classif ication was used to 

consolidate data by comparing it against attacks 

targeting traditional currencies. In this report, we will 

consolidate the attacks reported in this quarter 

according to this classif ication .

Classification Target Description and example of attack

Parties involved in 

cryptocurrency 

transactions

Cryptocurrency 

service providers

Attacks targeting Wallet of 

cryptocurrency exchange.

Cryptocurrency 

service users

Attacks to steal authentication 

information used to login to the 

cryptocurrency exchange.

Regardless of 

cryptocurrency 

transactions

Computer owners
・Cryptocurrency miner

・Drive-by mining

Table 1: Classification of attacking techniques targeting cryptocurrencies
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 Attacks targeting computer owners

Cryptocurrency attacks target not only the 

parties involved in cryptocurrency 

transactions, but also the computer owners. 

Tendency to use all tricks to infect the miner 

and to do drive-by mining has become 

prominent. They are summarized in Timeline 

[C] on P.14. Moreover, many botnets that 

mine cryptocurrencies were also reported. 

They are summarized in Table 2.

 Attacks targeting cryptocurrency service users

Users may be subjected to attacks not only while using the cryptocurrency services but also before using them.

 Attacks before using cryptocurrency services

 Phishing mails were sent to the ICO (Init ial Coin Offering) participants of Bee Token exchanged on the 

home sharing platform and about $1 Mill ion was stolen (*1-5). According to the survey on cryptocurrencies 

in ICO, it has been reported that $400 mill ion were stolen out of the $ 3.7 bil l ion raised funds (* 1-6).

 Cryptocurrency IOTA requires random alphanumeric characters ‘seed’ as a password for authentication. An 

attacker opened a site generating regular alphanumeric characters that mocked the site generating 

random alphanumeric characters used in ‘seed’ . It was easy for attacker to guess the password to access 

the created wallet using those alphanumeric characters and amount worth about $ 4 Mill ion was stolen by 

the attacker (*1-7).

 Attacks while using cryptocurrency services

 Wallet site manages the wallet required for cryptocurrency transactions on behalf of users. DNS server of 

the wallet site was hijacked, the address was redirected to the attacker's server, authentication 

information entered by the user was stolen and about $400,000 were stolen (*1-8).

 Malwares Evrial (*1-9) and ComboJack (*1-10) were reported trying to steal the cryptocurrency by rewrit ing 

the cryptocurrency destination wallet address to the address of the attacker.

Name of Botnet Description

PyCryptoMiner (*1-11) Written in Python. Targets almost all Linux/Windows.

WannaMine (*1-12) Spreads using EternalBlue.

DDG.Mining (*1-13) Spreads using OrientDB vulnerabilities.

ADB.miner (*1-14) Spreads by targeting debug ports of Android devices.

Smominru (*1-15)
Spreads using EternalBlue and EsteemAudit.

It is also reported as MyKings (*1-16).

Table 2: Cryptocurrency mining botnets

I. Hot Topic (2/6)
I-1. Prevalence of attacks targeting cryptocurrencies (Timeline [A, B, C])
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I. Hot Topic (3/6)
I-2. Continued threats of WannaCry and its variants (Timeline [E])

Vulnerability targeted by WannaCry is constantly attacked.

Figure 1: The number of source IP addresses of communication with characteristics of ‘EternalBlue’ and 

‘DoublePulsar’ scan tools (Quoted from ‘Police Agency @ police: Internet Observation Results (Y2017) (* 1-17)’)

5/1 7/16/1 8/1 10/19/1 11/1 12/1
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 Prevalence of attacks targeting 

vulnerability of file sharing service

The vulnerability targeted by WannaCry 

which was prevalent worldwide in May 2017 

continues to be targeted even now. Figure 1 

shows the number of IP addresses used for 

conducting activit ies that targeted the 

vulnerability. From Figure 1, we can see the 

activities of malware other than WannaCry 

and its variants targeting the vulnerability 

before prevalence of WannaCry in May 

and around December . Moreover, we can 

see that the number of machines infected 

with WannaCry and its variants are 

continuously increasing .

EternalBlue: Attack tool which executes code remotely for the vulnerability of Windows file 

sharing service.

DoublePulsar: Back door that infects Windows. It can infect using the above-mentioned 

EternalBlue. DoublePulsar is also installed at the time of WannaCry infection.

 Communication targeting the vulnerability increased from around December

It was reported that there were tens of thousands of machines infected with DoublePulsar due to the vulnerability 

before the worldwide prevalence of WannaCry in May 2017 (*1-18) .  This must have been associated with the 

communication observed from April to early May. From December onwards, malwares other than WannaCry and its 

variants are observed to be attacking the vulnerability again. It may be the communication from the 

cryptocurrency mining bot that spreads infection targeting the vulnerability (*1-12,1-15) . Moreover, it may 

also be trying to attack via DoublePulsar targeting the machines infected with WannaCry variants . 

Vulnerabilities that are easy to exploit for attackers will be constantly targeted for a long time. It is required 

to cope with this in a convincing way.
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 Prevalence of WannaCry variants

The WannaCry variant has the features such that the infectious activities are carried out regardless the kill 

switch connection, files are not encrypted and ransom notes are not displayed (*1-17). Since June 2017, 

infection has been reported at least in the following organizations.

 June “McDonald’s Company (Japan), Ltd .” (*1-19)

 October Medical Institutions Group “FirstHealth of the Carolinas, Inc.” in the US (*1-20)

 January “NTT DATA Corporation” in Japan (*1-21)

 March “The Boeing Company” in the US (*1-22)

It is observed that there is increase in the number of machines infected with WannaCry and its variants. This may be 

because some machines are potentially left without patches. We have considered the cases that require attention, in 

the environments where patches have not been applied.

 Bringing machines into a closed NW

Let us consider the case where machines with vulnerabilit ies left on them are allowed in a closed NW without 

having internet connectivity. In such environments, it is required to pay special attention to the machines brought in 

from outside. It is considered that the rules for the machines to be brought in are strictly stipulated and followed, 

however, assuming that the machine may be brought in by bypassing the rules for some reason , some 

measures need to be taken by the system such as deploying the quarantine NW .

 Thin client terminal

Writing to the hard disks of thin client terminals is often restricted and it is assumed that it is diff icult to apply 

patches after purchasing the terminals. Since WannaCry variants operate on memory and spread infection, it is 

spread even if writing on hard disk is restricted . It is also required to apply the patches to the thin client 

terminals from the management tools or remotely.

I. Hot Topic (4/6)
I-2. Continued threats of WannaCry and its variants (Timeline [E])
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 From early January, CPU vulnerabilities (Meltdown, Spectre) became a hot topic (Timeline [G]).

 The speculative execution was abused and most of the CPUs (*1-23, 1-24, 1-25) distributed in the market were affected.

 Attacker is required to run malicious code on the target system for exploiting this vulnerability. Following 2 possible attack 

scenarios are of concern.

 Steal data on the memory of another guest OS (another customer) in the cloud environment.

 Steal data (authentication information and cookies) of another site using JavaScript in a Web browser.

For these reasons, cloud service providers and web browser developers were forced to respond to vulnerabilities.

 Depending on the nature of the system, there is a risk of performance degradation due to the application of patches (*1-26). 

Adequate verification is required for patch application.

 A DDoS attack on GitHub using memcached UDP reflection vulnerability (CVE - 2018 - 1000115) (Timeline [H]).

 Memcached servers exposed to the public internet* were abused for attacks. In the survey using online search engine 

‘Shodan’, about 10,000 servers were exposed worldwide as of March 3 (*1-27).

 The size of the DDoS attack on GitHub has reached to 1.3 Tbps, the largest in the past. The communication source was 

distributed over thousand or more AS and tens of thousands of source IPs and the amplification rate of UDP reflection was about 

50,000 times (*1-28).

 Leaving the vulnerability unattended not only makes it a victim of cyber attack, but there are cases where it becomes a 

perpetrator unknowingly. It is important to manage the configuration of the software and version used by your organization, 

collect and handle the vulnerability information appropriately.

* Memcached is an on-memory cache server used to speed up web applications. 

It is not required to expose it to the public internet in general applications.

I. Hot Topic (5/6)
I-3. Other Topics
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 Cyber attack in PyeongChang Olympics (Timeline[I]).

 There was cyber attack through e-mail  targeting the Olympic stakeholders before opening in December 2017 (*1-29).

 There was cyber attack on the day of opening ceremony on February 9th that led to problems in few services (*1-30).

 The official Olympics website went down

 The televisions and internet in the main press center stopped working

 The Wi-Fi in the PyeongChang Olympic stadium also stopped working

 In international event, the cyber attacks (also including reconnaissance or hiding) occur before the opening of event 

with the purpose of money, demonstration, blackmail etc. Sufficient security measures against the important infrastructure 

and ability to recover (resilience) from intrusion or attack are needed.

 Continued instances of attack on supply chains (Timeline [J]).

 Attack targeting software developers

 Adware was installed in Android SDK in China. Advertisements were displayed when the application developed using 

SDK was installed(*1-31).

 The download link of the official site of software phpBB for creating bulletin board was rewrote and used in malware 

distribution (*1-32).

 Attack targeting goods sellers

 Budget Android smartphones with pre-installed banking Trojan Triada  were sold in China (*1-33).

I. Hot Topic (6/6)
I-3. Other Topics
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II. Forecast
II-1. Cryptocurrency mining function is added to banking Trojan and ransomware

 The creators of banking Trojan wanted to reap a lot of benefits using malware

LokiBot is reported as a malware that combines the functions of banking Trojan and ransomware (*2-1). LokiBot 

is usually concealed in the infected device, and steals the information. However, when it is noticed and tried to 

remove from the infected device, it encrypts the f i les in the device and locks the screen.

The attackers might lock the screen immediately after infecting the device and demand a ransom. However, 

they try to reap maximum benefit by one infection combining several methods until the malware activit ies 

are revealed.

 Coexistence of cryptocurrency mining function, banking Trojan and ransomware

The cryptocurrency miners steal the computing resources from the infected device and mine the cryptocurrency. 

The attackers do not want the user to notice the infection as long as possible so that they can mine the 

cryptocurrency during that period. There are also miners limiting CPU usage (*2-2).

Both cryptocurrency miners and banking Trojan cause malware infection that is unlikely to be noticed. Besides 

stealing and hiding the information, banking Trojan may mine the cryptocurrency secretly.

If  cryptocurrency mining and ransomware are compared, cryptocurrency miners do not want to get the infection 

to be noticed, on the contrary, ransomware needs the infection to be noticed. However, l ike the above -

mentioned LokiBot, it may coexist with the ransomware that attacks after being noticed .

NTTDATA-CERT is concerned that such cryptocurrency mining features will be added in banking Trojan or 

ransomware. For example, the information is stolen and cryptocurrency mining is carried out before anyone 

can notice, and even if  it gets noticed, the malware will encrypt the f i les in the device.
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II. Forecast
II-2. Cryptocurrency miners aim at coexistence with computer owners

 The difference between cryptocurrency miners and other malware

The cryptocurrency miners steal the computing resources from the infected device and mine the cryptocurrency. 

The banking Trojan or ransomware explicit ly compromise the Confidentiality, Integrity and Availabil ity of users. 

On the other hand, cryptocurrency miners may affect ‘Availabil ity’ by consuming computing resource. However, 

the ‘Availabil ity’ may not be compromised by f ixing the computing resources. For a user, the damage is theft of 

computing resources. However, depending on the conditions, the damage may not be unacceptable to the user . 

NTTDATA-CERT is concerned that cryptocurrency miners aim at coexistence with computer owners .

 Forecast (1): Offer exchange conditions for cryptocurrency mining to the users and mine 

cryptocurrency on obtaining their consent .

Since the user agrees, it may not be called as malware. However, the cryptocurrency miners mining the 

cryptocurrency by offering exchange conditions might go on increasing. Many cases have already reported 

for software demanding cryptocurrency mining with exchange conditions using functions. Also, there are 

examples of deletion from off icial app store that leaves a bad impact on the user (*2-3,2-4).

Cryptocurrency miners that stop the activit ies of other miners and try to occupy computing resources were 

found (*2-5). The exchange conditions offered by attackers have not only the usage rights of software as 

mentioned above but also conditions to monitor so that other miners or malware will not be active .

 Forecast (2): Mining according to the active/inactive status of computer owners.

The cryptocurrency miners that coexist secretly may emerge eliminating as far as possible, the 

possibility of being noticed by the users . They monitor the usage status of computing resource and carry 

out mining targeting the time zone when computing resources are not in use . For example, if  the 

computers in off ice are to be infected, they may be active only during the lunchtime.
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3Q Feb MarJan

III.  Timeline (1/9)

▲ 1/26 Around 500 million NEM tokens 

were stolen from the Coincheck.

▲ 1/27 The financial Services Agency issued a 

warning to domestic exchange demanding re-

verification of the system.

▲ 1/28 The cryptocurrency industry 

groups finalized a policy for 

establishing Self-Regulatory Body

▲ 1/29 The Financial Services Agency issued 

a business improvement order to Coincheck.

▲ 1/29 NEM foundation contacting the 

exchanges where hackers tried to 

spend stolen NEM.

▲ 3/8 The FSA announced 

“Administrative penalties” on 

seven companies including 

Coincheck.

▲ 3/19 NEM 

Foundation had stopped 

tracking the NEM cryptocurrency 

stolen from Coincheck.

▲ 1/27 NEM foundation and volunteers 

started tracking stolen NEM

▲ 2/8 The stolen NEM started 

exchange on “Dark” Web.
▲ 3/22 The stolen NEM money 

was exchanged with other 

currencies.

[A] Attacks targeting cryptocurrency service providers

▲ 3/6 NICT announced that cyber 

security training will be opened to 

general corporations.

▲ 3/22 IPA published a guidebook 

“Guidance for ensuring the quality of the 

connected world” with the purpose of 

securing the quality of IoT.

▲ 3/16 NISC started free delivery of 

official app “Information Security 

Handbook for Network Beginners”.

▲ 3/26 The Ministry of Internal Affairs 

and Communications issued 

guidance that is not required to 

change the password periodically.

* Dates indicate either when the events happened, or when the related articles were first appeared.

▲: Globally common

▲: Specific regional

▲: Domestic in Japan

: Vulnerabilities

: Threats

: Cyber attacks/

Incidents

: Countermeasures

: Governments
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3Q Feb MarJan

III.  Timeline (2/9)

▲ 1/14 DNS server for BlackWallet, 

an online wallet for cryptocurrency 

XML was hacked and have stolen 

400,000 dollars.

▲ 1/17 pump-and-dump email 

spam targeting price operations 

of cryptocurrency Swisscoin by 

botnet Necurs was detected.

▲ 1/22 According to the research in 

ICO, about 400 million dollars of 

fund-raising fund of 3.7 billion 

dollars were stolen.

▲ 1/24 ICO faces over 100 

cyber attacks a month

▲ 1/29 $4 million worth of IOTA 

cryptocurrencies stolen from personal 

Wallets. Hacker collected secret keys 

from victims on phishing site.

▲ 1/29 Tor proxy service 

caught diverting bitcoin 

address on ransomware 

payment sites.

▲ 1/29 A ransomware GandCrab was 

detected that demands DASH 

cryptocurrency as a ransom.

▲ 2/3 Scammers steal over 1 million 

dollar worth of Ethereum from Bee 

Token ICO participants.

▲ 2/28 Watering Hole Attack 

using cryptocurrency sites 

was detected. Infected by 

banking Trojan TrickBot and 

Ramnit.

▲ 2/27 Malware Evrial Trojan was detected 

that steals the cryptocurrency by 

changing the address in the clipboard.

▲ 3/5 Combo.Jack malware was 

detected that steals the 

cryptocurrency by changing the 

address in your clipboard.

▲ 3/14 Bitcoin stealing malware 

distributed on one of the most 

popular software distribution site 

“download.cnet.com” for years.

▲ 3/19 A regulation on 

cryptocurrency was 

discussed at G20.

[B] Attacks targeting cryptocurrency service users

▲ 2/14 A phishing attack 

COINHOARDER was 

observed that used Google 

Adwards to steal Bitcoins.

Attacks during ICO

Attacks targeting Wallet

Attacks targeting money transfer(Change address in clipboard)

Software supply chain attacks

* Dates indicate either when the events happened, or when the related articles were first appeared.

▲: Globally common

▲: Specific regional

▲: Domestic in Japan

: Vulnerabilities

: Threats

: Cyber attacks/

Incidents

: Countermeasures

: Governments
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3Q Feb MarJan

III.  Timeline (3/9)

▲ Coinminers PyCryptoMiner 

spreading SSH targeting Linux 

machines was detected.

▲ 1/8 The official website of Black Berry 

Mobile was hacked using Coinhive.

▲ 1/8 A malware that installs 

cryptocurrency Monero coinminer 

and sends the mined currency to 

North Korean university server was 

detected.

▲ 1/26 More than 2000 WordPress 

websites infected with a Keylogger 

and Crypto Miners

▲ 1/26 Google’s Ad Network 

DoubleClick abused to 

spread cryptocurrency 

miners.

▲ 2/1 A botnet DDG.Mining

was detected that spreads in 

vulnerable database servers 

and mines cryptocurrencies.

▲ 2/5 ADB.miner, a 

cryptocurrency mining 

botnet targeting Android 

debugger (ADB) was 

detected.

▲ 1/31 WannaMine a 

cryptocurrency mining malware 

is activated that spreads using 

attack tool EternalBlue

▲ 1/22 Opera has released a mobile 

browser that blocks coinminer.

▲ 1/24 Attack to spread cryptocurrency 

Monero mining malware targeting 

Southeast Asia region was detected.

▲ 2/11 Government sites of U.S. and UK 

were hacked and were injected with 

cryptocurrency mining malware Monero 

by coinminers.

▲ 2/12 NCSC of UK published 

guidance of countermeasures for 

citizens.

▲ 2/20 Kubernetes console of Tesla 

was compromised to mine 

cryptocurrency.

▲ 2/27 A technique to insert 

malicious scripts taking an 

advantage of the video 

embedding feature of 

Microsoft Word document 

was detected.

▲ 3/1 Monero miners continue 

to plague users via Russian 

BitTorrent site.

▲ 3/5 A malware that mines 

cryptocurrency using a new 

process hiding techniques was 

detected.

▲ 3/6 Over 400,000 machines 

infected with coinminers due to 

cryptocurrency mining campaign 

using Dofoil malware.

▲ 3/7 Microsoft revealed that Windows 

Defender prevented malware 

spreading.

▲ 3/28 HiddenMiner Android 

Monero mining malware 

cause device failure

▲ 3/22 GhostMiner uses 

fileless technique to mine 

coins.

[C] Attacks targeting computer owners

▲ 1/5 Unauthorized access to 

Kyushu Shosen site to mine 

cryptocurrency

▲ 3/30 Kyushu Shosen announced 

the investigation result including 

technical details.

* Dates indicate either when the events happened, or when the related articles were first appeared.

▲: Globally common

▲: Specific regional

▲: Domestic in Japan

: Vulnerabilities

: Threats

: Cyber attacks/

Incidents

: Countermeasures

: Governments
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3Q Feb MarJan

III.  Timeline (4/9)

▲ 1/16 Malicious Chrome 

extensions impact 500,000 

users.

▲ 1/18 Chrome, Firefox 

extension feature 

blocking removal of 

user was detected.

▲ 2/1 DroidClub botnet infiltrates 

machines via Chrome extensions.

▲ 2/1 Malicious Chrome 

extensions detected using 

session replay attacks.

[D] Malware disguised to be browser extension

[E] Ransomware attacks

▲ 1/15 Samsam ransomware attack 

prompts Hancock Health to pay 

50,000 dollars ransom to hackers.

▲ 1/23 Rapid ransomware encrypting 

newly created file was detected.

▲ 1/26 Velso Ransomware 

infecting victims through 

manual installation was 

detected.

▲ 2/12 Attacks that distributes 

Rapid ransomware via tax 

related emails were detected.

▲ 2/20 Lock Crypt ransomware 

was distributed via RDP 

services.

▲ 2/21 Samsam ransomware 

hits Colorado transportation 

agency.

▲ 3/1 Cash register of outlet of 

Canada was infected by 

ransomware.

▲ 3/7 Ransomware Samsam again 

strikes the Colorado 

transportation agency.

▲ 3/22 A variant having ransom feature 

to lock the screen was detected in 

banking Trojan TrickBot.

▲ 3/23 City of Atlanta hit with 

Samsam ransomware.

▲ 3/28 Boeing Company hit 

by WannaCry variant.▲ 1/5 NTT DATA infected by 

ransomware WannaCry variant

▲ 10/17 Medical organization First 

Health of the Carolinas was 

infected by WannaCry

ransomware variant.

▲ 3/23 Malware AVCrypt that 

uninstalls antivirus software 

before encryption was detected.

▲ 3/8 Chubu University hit by 

ransomware that uninstalls 

the antivirus software.

▲ 1/14 Mirai variant targeting 

ARC architecture was detected.

▲ 2/1 Smominru botnet 

infected over 500,000 

Windows machines.

▲ 2/23 Mirai variant OMG botnet 

turning IoT devices into proxy 

servers was detected.

▲ 3/15 A massive botnet of nearly

5 million Android devices using

malware RottenSys was

detected in China.

[F] IoT Botnet

▲ 2/14 IoT botnet Double Door 

having the vulnerability of the 

Juniper OS was detected.

▲ Scanning activity of Mirai

variant activated from

February to March.

▲ 3/15 Hyogo prefecture Harima 

Town was hit by ransomware. 

* Dates indicate either when the events happened, or when the related articles were first appeared.

▲: Globally common

▲: Specific regional

▲: Domestic in Japan

: Vulnerabilities

: Threats

: Cyber attacks/

Incidents

: Countermeasures

: Governments
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3Q Feb MarJan

III.  Timeline (5/9)

▲ 1/3 Google Project Zero announced CPU 

vulnerability Meltdown, Spectre. (CVE-2017-

5753, CVE-2017-5715, CVE-2017-5754)

▲ 1/3 Intel announced a 

statement to 

recognize vulnerability.

▲ 1/11 AMD announced that it will 

be affected by vulnerability 

(Spectre).

▲ 12/20 An article on KPTI function of 

the kernel was posted on LWN.

▲ Around June – Google started to 

provide information to stakeholders.

▲ 1/4 Microsoft released an 

emergency update

▲ Addressing to Cloud providers or Web browsers was 

continuously going on from mid January to end of January.

▲ 3/15 Intel will undertake 

measures by making 

changes in hardware design 

before end of 2018.

▲ 2/14 Microsoft distributed 

a monthly update program 

for February.

▲ 3/14 Microsoft distributed 

a monthly update program 

for March.

▲ 1/12 The sites distributing 

malware in disguise of 

Meltdown and Spectre fixing 

programs were detected.

[G] CPU vulnerabilities (Meltdown, Spectre)

▲ 1/10 Microsoft distributed 

monthly update program for 

January.

▲ 1/5 FireFox has released a 

version to address a 

vulnerability.

▲ 1/24 Chrome has released a 

version to address a vulnerability.

▲ 1/22 Opera has released a version 

to address a vulnerability.

▲ 1/5 Epic Games announced the 

performance degradation due to 

patch application.

* Dates indicate either when the events happened, or when the related articles were first appeared.

▲: Globally common

▲: Specific regional

▲: Domestic in Japan

: Vulnerabilities

: Threats

: Cyber attacks/

Incidents

: Countermeasures

: Governments
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3Q Feb MarJan

III.  Timeline (6/9)

▲ 10/19 Oracle WebLogic Server was 

compromised and DoS vulnerability 

was detected. (CVE-2017-10271)

▲ 11/14 A vulnerability of executing 

malicious code by getting 

administrative rights was detected in 

Apache Couch DB. (CVE-2017-

12635, CVE-2017-12636)

▲ 1/9 A remote code execution 

vulnerability exists in Microsoft 

Office Equation Editor. (CVE-2018-

0802)

▲ 1/24 A malicious code execution 

vulnerability was detected in 

Electron. (CVE-2018-1000006)

▲ 1/29 A malicious code execution 

vulnerability was detected Cisco 

ASA. (CVE-2018-0101)

▲ 3/5 Message amplification 

vulnerability of memcached was 

released. (CVE-2018-1000115)

▲ 2/14 The National Police Agency 

reported that there is increase in 

communications targeting 

vulnerability.

▲ 2/22 Malware installing 

cryptocurrency Monero miner was 

detected.

▲ 1/3 RTF file exploiting the 

vulnerability was detected.

▲ 1/14 The PoC code was 

released to GitHub.

▲ Apps like Skype, Slack inherit 

Electron vulnerability.

▲ 2/13 Security alert by IPA 

for DoS that exploited the 

vulnerability.

▲ 2/7 The PoC code was released.

▲ 2/27 IPA warned regarding 

increasing communication 

targeting UDP 11211 port of 

memcached.

▲ 3/1 1.3Tbps DDoS attack hit 

GitHub.

▲ 3/5 DDoS attack again 

reached 1.7Tbps.

▲ 3/3 RedHat released the 

countermeasures. US CERT 

called the countermeasures.

▲ 3/28 Drupal's remote code 

execution vulnerability has been 

released. (CVE-2018-7600)

▲ 3/19 The vulnerability of malicious 

code execution of MikroTik was 

released. (CVE-2018-7445)

▲ 3/25 Hajime botnet scanning 

targeting vulnerable MikroTik 

routers was detected.

▲ 1/8 Campaign to install miner of 

cryptocurrency Monero was detected.

[H] Vulnerability and attack that exploit it

* Dates indicate either when the events happened, or when the related articles were first appeared.
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▲ 2/6 A malicious code execution 

vulnerability has been released in 

Adobe Flash Player. (CVE-2018-

4878)

▲ 2/9 PyeongChang Olympics 

opening ceremony

▲ 2/25 PyeongChang Olympics 

closing ceremony
▲ Attacks targeting Olympic 

stakeholders were detected at the 

end of December.

▲ A zero day attack targeting South 

Korea by the cyber criminal group of 

North Korea was detected in 

November.

▲ 2/9 ‘Olympic Destroyer’ cyber 

attack disrupted PyeongChang 

Olympics opening ceremony.

▲ 3/9 Vulnerable attacking tool 

GreenFlash was detected.

▲ 2/28 Hidden Cobra targets 

Turkish financial sector. 

Vulnerability was exploited by 

remote access tool Bankshot.

▲ 3/27 Watering Hole attack on the 

website of Hong Kong Telecom.

[I] Cyber attacks in PyeongChang Olympics 

▲ 10/12 The vulnerability of malicious code 

execution of JBOSS was released. (CVE-

2017-12629)

▲ 2/28 Attacks targeting vulnerable Apache Solr 

server and mining the cryptocurrency Monero 

were detected.

▲ 9/15 A remote code execution vulnerability 

was detected in the REST plug-in of 

Apache Struts 2. (CVE-2017-9805)

▲ 3/8 A malware RedisWannaMine that is 

infected exploiting vulnerability of Apache 

Struts 2, Redis database, SMB and mining 

cryptocurrency was detected.

[H] Vulnerability and attack that exploit it

▲ 3/26 IPA released “Survey on 

security incidents and management 

in outsourcing IT supply chain”.

▲ 1/25 Android SDK with built-in 

adware was detected in China.

▲ 1/27 The download link of the official 

site of phpBB is redirected, and used 

for malicious file distribution.

▲ 3/5 Cheap Android 

smartphones with pre-installed 

banking Trojan Triada are sold.

[J] Supply chain contamination

* Dates indicate either when the events happened, or when the related articles were first appeared.
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▲ 1/15 Unauthorized access to 

Gentosha web site which leads to 

information leakage over 93,000 

people.

▲ 1/26 Unauthorized access to GMO 

Pepabo which leads to information 

leakage over 89,000 people

▲ 2/21 It was revealed that a 

lot of Amazon S3 storage 

was inadvertently published 

to the Internet. It might soon 

fall victims to ransom attacks

▲ 2/15 FedEx customer data publicly 

exposed on Amazon S3 storage.

▲ 3/13 Around 135 thousand patients 

information leaked out in New York 

hospital.

[K] Data breach

▲ December - Hackers stole $6 million 

from Russian bank via SWIFT 

system.

▲ 2/18 Hackers stole $2 million from 

Indian banks via SWIFT system.

▲ 2/21 Phishing scams 

targeting SWIFT system 

users detected.

[L] Attacks on financial institutions

▲ 1/28 D&W Contractors has fallen for 

an business email compromise and 

loses $880,000.

▲ 3/28 Italian football Club Lazio has 

fallen for an email scam and loses 

€2 million.

[M] Business Email Compromise

▲ 3/20 Texas-chartered Frost Bank 

has detected an instance of 

unauthorized access that have 

exposed the images of 

electronically stored checks.

▲ 1/26 The Dutch intelligence service 

AIVD hacked Russian cyber crime 

group Cozy Bear systems for years.

▲ 1/30 A Dutch bank suffered a DDoS 

attack.

▲ 2/22 18 year old boy suspected of 

mounting a DDoS attack on the 

Dutch bank.

▲ 3/5 Cybercrime investigators from 23 countries 

joined a training exercise to investigate simulated 

attack launched through an IoT device.

▲ 3/21 IETF has approved TLS 1.3.

▲ 1/10 The United Kingdom has revealed 

amendments to its Data Protection Bill in 

order to support handling of anonymous 

data of security researchers

* Dates indicate either when the events happened, or when the related articles were first appeared.
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▲ 3/21 Facebook CEO issued a statement.

▲ 3/26 The Federal Trade Commission (FTC) 

is investigating Facebook’s data practices.

▲ 3/20 British government authorities 

are investigating Cambridge Analytica.

▲ 3/27 The Japanese government will 

comply with the Personal Information 

Protection Act.

[N] Unauthorized handling of 

personal information on Facebook

▲ 3/17 Data analytics firm Cambridge 

Analytica illegally acquired private 

information from more than 50 million 

Facebook users and used it for the 

presidential election campaign.

▲ 1/4 Malware is spread using 

Google App Script.

▲ 1/15 A new variant of wiper KillDisk is 

targeting financial organizations in Latin 

America.

▲ 1/16 Skygofree, a powerful Android 

spyware was discovered.

▲ 1/18 Dridex banking Trojan 

compromises FTP sites.

▲ 1/19 Skygofree targets 

LINE users in Japan.

▲ 1/29 ATM Jackpotting attacks 

hit the U.S for the first time.

▲ 3/15 The site that use the 

EC site construction 

framework Magento is 

exploited and malware 

LokiBot is spread via GitHub.

▲ 3/23 Malware SANNY is 

spread using malignant MS 

word macro.

▲ 3/27 GoScanSSH malware 

targets vulnerable SSH 

servers.

* Dates indicate either when the events happened, or when the related articles were first appeared.
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